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3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: Work Item on Security Assurance Specification for 5G	
{Free text. It has to be the same as in the "Title:" section above. Studies have to start by "Study on"}
Acronym: 5G_SCAS_Ph3	
{Propose an acronym. Final acronym to be confirmed at the plenary. The sign "-" is a level separator between (Feature)-(Building Block)-(Work Task). The sign "_" can be freely used. Studies have to start by "FS_". Each acronym level has to be simple and short, 7 characters max recommended}
Unique identifier:	
{A number to be provided by MCC at the plenary} 
Potential target Release:	Rel-19

1	Impacts
{For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	
	

	No
	X
	X
	X
	X
	

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	X
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
{List here other Work Items which relate to the proposed one, such as a Work Item in an earlier Release if further enhancing the feature from the previous Release)}
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	N/A
	N/A
	N/A



Dependency on non-3GPP (draft) specification:
{This section is to be typically used to identify the IETF dependencies. Delete the header "Dependency on non-3GPP (draft) specification:" if no such dependency}
3	Justification
The 5G Release 18 work is approaching completion. The Release 18 features include new network functions and interfaces to support vertical services, additional implementation requirements on dedicated platforms, as well as new deployment scenarios. Examples of such Release 18 features include (but not limited to) the HONTRA topic that introduced new security related logic in the UDM. Another example in the WWC topic is the newly introduced requirements on the AMF/AUSF to support different types of AUN3 devices depending on the support of not of the 5G key hierarchy. 

There are also other improvements continuously being proposed to the SCAS documents for example based on feedback from testing labs and facilities and also in the context of other initiatives within other fora and standard organizations for the promotion and the wider adoption of the SCAS process in the ICT industry.

Observe that SA3 is now accustomed to doing this SCAS maintenance work regularly in every release under an umbrella WI as the one proposed here. This is to ensure up-to-date and complete SCAS specifications for the 3GPP systems.
4	Objective
The aim of this work is to update the security assurance related specifications in order to cover  the new 5G Release 18 (and possibly prior to 18) features. More specifically, the objectives are to: 
· [bookmark: OLE_LINK68]identify missing threats and critical assets in 3GPP TR 33.926,
· identify specific security functional requirements and related test cases in the 5G SCAS documents,
· adopt corrections or potential new security assurance requirements identified during the course of testing and specification evaluation by other groups, and
· align with GSMA NESAS specifications should there be such a need.
This work item assumes that the SCAS will be independent of whether the NF is based or not based on virtualization architecture. 
NOTE: This WID does not cover SCAS for network product classes based on new NFs introduced in Release 19. This is expected to be covered by separate WIDs.
5	Expected Output and Time scale
{If this WID covers both stage 2 and stage 3, clearly indicate the different completion dates.}

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	  NA
	 NA
	 NA
	 NA
	 NA
	 NA

	
	
	
	
	
	



{Note 1:	Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.}
{Note 2:	The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".}

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TR 33.926
	Update of the threats and critical assets identified from 5G R18 features 

	SA#106
[bookmark: _GoBack]Dec, 2024
	

	TS 33.117, 
TS 33.511, 
TS 33.512, 
TS 33.513, 
TS 33.514, 
TS 33.515, 
TS 33.516, 
TS 33.517, 
TS 33.518,
TS 33.519,
TS 33.520,
TS 33.521,
TS 33.522,
TS 33.326
	New security test cases for 5G R18 features, and the potential test case enhancement based on the feedback from test labs, authorities, etc.
	
	



6	Work item Rapporteur(s)
Wu, Rong, Huawei Technologies Co., Ltd. Raina.wu@huawei.com

7	Work item leadership
SA3

8	Aspects that involve other WGs
NA

9	Supporting Individual Members
{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval}
	Supporting IM name

	Huawei

	HiSilicon

	

	

	

	




